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Guide to Using Android OS on 


Desktop 


INO: 


Android OS Created a revolution in the field of technology 
and communications and has become one of the most 
famous operating systems around the world as it used by 


more than 2.5 billion users making it the appropriate system 


for developers around the world 


Electronic Horizons Foundation 
is an independent foundation aims to 
raise Security awareness among Muslims 
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Android OS Created a revolution in the field of technology and communications 
and has become one of the most famous operating systems around the world as 
it used by more than 2.5 billion users, making it the appropriate system for 
developers around the world to develop different applications and promote them 
, despite Google's dominance of the Android system and the security threats 
related to Android OS , however, most of the encrypted messaging companies 
rely mainly on smartphones, therefore it was necessary to provide a simplified 
guide to explain the use of Android system as a virtual system on desktop as the 
virtual system gives you full control of the operating system through the Android 
X86 project, through Installing the required applications, delete or modify basic 
applications or changing the hardware and networks . 


AndroidX86 project is open source and free. It supports installing Android 
systems on computers and installing Android applications. Androidx86 project 
can be used as an Virtual system through VM by using Virtual Machines software 
like Virtualbox 


Pros and Cons of using android as virtual System 


Pros : 

e You can control the hardware permissions of AndroidX86 system, for 
example, preventing it from accessing microphone , camera, and identifiable 
information such as Mac Address or IMEI which used to track users 

e Forcing the system to connect through VPN services by installing a VPN 
service on the Host system 

e System Storage can be encrypted via Veracrypt software 

e |t can be used via USB or via an SD Card 

e Installing all Android applications and use them via a computer 

e Youcancreate more than one Android virtual system and isolate applications, 
for example, you can create a virtual system for messaging, and you can 
create a virtual system for browsing or publishing and other tasks 
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Cons : 


Using Android X86 project through VM requires minimum hardware 


specifications such as 4 GB RAM and a processor that supports VT-x AMD-V 
technology. 


e Requirements: 
e Install VIRTUALBOX 


Download ANDROID X86 


Usage 


Press on New 


|| Sy Oracle VM VirtualBox Manager 
|| File Machine Heip 


e AR 


Preferences Import Export 
Welcome to VirtualBox! 


The left part of application window contains global tools and ists ail virtual machines and 
virtual machine groups on your computer. You can import, add and create new VMs using 
Corresponding toolbar buttons. You can popup a tools of currently selected element using 
Corresponding element button. 


You can press the F1 key to get instant help, or visit yoww virtualbox org for more 
information and latest news. 
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e Enter configs as described on the screenshot below 


e Note: Change Virtualbox config folder through pressing on Machine 
folder icon and choose veracrypt encrypted container directory 


e Choose Next 


5 | Q Cracte vta VinusiBor Manager 


ORACLE 


e Choose 4000 MB for Ram and press on Next 


Oracle VM VirtualBox Manager 


ile Machine Heip 
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e Press on Next 


RO Rr ahaa US Ge P og y X X 


I Oracie VM VirtualBox Manager 


File Machine Help 


© Create Virtual Machine 


Hard disk 


T you vish you can add a virtual hard disk to the new machine. You can 
ether create a new hard disk fie or select one from the list or from 
another location using the folder icon. 


Y you need a more complex storage set-up you can skip this step and 
make the changes to the machine settings once the machine is created, 


The recommended size of the hard desk is 8.00 GB. 


O 00 not add o virtual hard disk 
@ Create a vital hard disk now 
© Use an existing virtual hard disk file 


e Press on VDI then Next 


NE Mono 


He E Dc MN 

te SUN i ALA 

M) Oracie VV VirtualBox Menager 
File Machine Help 


Create Virtual Hard Disk 


Hard disk file type 


Please choose the type of file thas you would ike to use for the new virtual hard 
disk, If you do not need to use it wich other virtuallzebon softwere you can leave 
thes setting unchanged, 


f) VOI (Virmani Desk Image) 
© VHO (viral Herd Desi) 
© VMDK (Virtuel Machine Disk) 


N 


diat 
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e Press on Dynamically allocated then Next 


RE * pu t LEX ETE — = Ee = : X 


Bg Oracie VM VirtualBox Manager 


ile Machine Help 


11y 


e 


@ reves on © Create Virtual Hard Disk 


Storage on physical hard disk 
Please choose whether the new virtual hard disk file should grow as ft is used 
(dynamically allocated) or £ t should be created ot its maximum size (foed size). 
A dynamically allocated hard disk file will only use space on your physical hard 
euler eee ee 
automatically when space on it 


A fixed size hard disk file may take longer to create on some systems but ts often 
faster to use. 


@ Oynarrically allocated 
O Feed sae 


e Press on folder icon and choose veracrypt encrypted container directory 
e Choose System size 30 GB recommended 
e Press on Create 


P Oracie VM VirtualBox Manager 
i 


le Machine Help 


Hy 


I! 
apr E o © Create Virtual Hard Disk 
File location and size 


Please type the name of the new virtual hard disk file into the box below or dick. 
n the folder icon to select a diferent folder to create the file in. 


Select the size of the virtual hard disk in megabytes. This size is the imit on the 
‘amount of file date that a virtual machine will be able to store on the hard disk. 


- y — 
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e Press on Settings 


Àj Oracle VM VirtualBox Manager 
tile Machine Help 


"LS E Q » š i 


P Y ORACLE 
a] © Powered ot Nsme Android x86 
Operabing System: Other Unux (32-bit) 


a Androkd x86 Settings File Location: C:\Usersiw tO VirtualBox VMstAndroid x86 - 

So System 

| Base Memory: 4000 MB Android x86 
Floppy, Opbcal, 


IDE Primary Master: — Android x86, vá (Normal, 30,00 GB) 
IDE Secondary Master: (Opbcel Drive) Empty 


| Adopter 1: PChet-FAST TIL (NAT) 4 


e Press on System 


5 
] ( Android x26 + Settings ? x 
QU Toots : 7 
bead General General x 
E "Q Base — Advenced Description Disk Encryption 
Bill 050» name: [Android x86 


gh ^ndrold x86 


Type: Unux m z 
4 "MA > droid x86 
Qu Audio 
WE Network 
£» Serial Ports 
O vse 


LZ Shared folders 


network 
— E L0 Adspter1: PCnet-FAST IL (NAT) J 
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e Check Enable I/O APIC 


d soot order: |I] E Floppy | : droid x86 
Qu Audio IE Optical |+ 
AB) Hard Disk 
| ali Network ICH Network 
Chipset: PDG v 
Porte Device: |PSI2 Mouse 


Extended Features: 
| EFI (special OSes oeiy) 


[7] Hardware Cock in UTC Time 


.| Adapter 1: PCnet-FAST HI (NAT) 


e Press on Processor and check Enable PAE/NX 
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e Press on Display and choose VBoxVGA 
e Activate 3D Acceleration and press Ok 


i 


[^] Android x86 - Settings 


m General 
E System Screen. Remote Dieplsy Recording 


| o: video Memory: J — [ism i] 
g RQ oug 128 MB 
z] Stor j z : 
Monitor Court: U d : = droid x86 
Qu Audio 3 8 
Scale Factor: (SOE) M 


m" Network Ma Max 
S Serial Ports Graphics Controller: |VBOxVGA 


gh  ^ncold x06 


Ò e Enable 20 Video Accelerabon 
[em Shared Folders 


e Press on Start 


Àj Oracle VM VirtualBox Manager 
"e Machine Help 


iu) ""* d LÀ s END 


P^ oraa W General 
(b) Powered of Name: Android x86 
Operating System: Other Lin (64-b&) 


Settings Fle Location: C: Usersw10| VirtualBox VMs\Android x86 
System 
Base Memory: 4000 MB 


Boot Order: — Floppy, Optical, Hard Disk 
Acceleration; — VT-X/AMO-V, Nested Paging, PAE/NX, KVM 
Paravirtaslizston 


© Android x8£ 


Android x86 


W ospay 

Video Memory: 16M8 
Graghxcs Controller: VBoXVGA 
Acctlerabon: 

Remote Desktop Server: Disabled 
Recording: Disabled 
M) Storage 

Cortroler; IDE 


IDE Primary Master: Android x86_.vét (Normal, 30,00 G8) 
IDE Secondary Master: - [Opbcal Orive) android-786_64-8.1-F1.is0 (896.00 MB) 


ID Audio 


Most Orwer: Windows DirectSound 
Controle: ICH AC97 
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e Press on folder icon and choose Android X86 iso file then press on Start 


Select start-up disk 


Please select o virtual opocel disk file or a physical optical ^ 
drive coetainieg à desk to start your new virtual machine idroid x86 
from. 


The desk should be suitable for starting a computer from and 
should contain the operating system you wish to install on 
the virtual machine if you weet to do that now. The disk will 
be ejected from the virtual drive automaticaly next bene you 
Switch the virtual machine off, but you can aiso do thes 
yourself if needed using the Devices menu. 


androidoxó 64-8.1-r1.s0 (856.00 MB) E 


e Choose Advanced Options 


fmdroíd-x06 Live 4 Installation CD 8.1-r1 


Fun findrotd dG without installation 


sx [Tab] to cdit options 
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e Choose Auto installation 


@ Oracle VM VirtualBox Manager 


fiie Machine Heip 


E) Android x86 [Running] - Oracle VM VirtualBox 
file Machine View Input Devices Help 


EU pomt Ww" unpaate nmaroid oo 
| 


Boot from toca drive 


Back... 


Press (Tabi to edit option: 


e Press on Yes 


3 s ` y E B 
BATY S 5 e v 
. : 4 * d ET di. x 


D Oracie VM VirtualBox Manager 
(C) Android x86 [Running] - Oracte VM VirtualBox - O X 
File Machine View Input Devices Help 


Ow 


Me Machine Help 
bay 
iud 


ORACLE 
H Powered off 
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e After finishing the installation shutdown android x86 


EA Close Virtual Machine 


C You went to: 
LJ O Save the machine state 


Y O Send the shutdown signal 
Power off the machine 


Cancel Help 


JOSE MRO Ara 


V6 Auto 
Host Oewer: Windows DirectSound 
Controle: — 14 AC97 


Š’ network 


e Open Settings 


W Oracle VM VirtualBox Manager 


ile Machine Help 


gue = T $- 


E General 


Name: Android 86 
Operating System: —— Other Linux (32-bit) 
Setongs Fáe Location: C:\Users\wi0\VietualBox VMs\Android x86_ 


JE System 
Base Memory: 4000 MB 


Boot Order: — floppy, Optical, Hard Disk 
Accelerobon: — VT-X/AMO-V, Nested Paging, KVM Paravirtualizabon 


Android x86 


WE ospay 

Video Memory: 16 M8 
Grephics Controfer: VMSVGA 
Remote Desktop Server: Disabled 
Recording: [| 
i) Storage 


Cortroller: IDE 
IDE Primary Master: Android x$6 wá (Normal, 30.00 G8) 
IDE Secondary Master: {Opbcal Drive) Empty 

iH Audio 


Most Orwer: Windows DirectSound 
Controle: ICH AC97 


D network 
Adapter 1: PCnet-FAST TIL (NAT) 


"hy re 


e. 
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e Disable Optical and press OK 


droid x86 


[I] Enable EFI (special OSes coh) 
[7] Hardware Gock in UTC Time 


e Press on Start 


Ñ Oracle VM VirtualBox Manager - [»] x 
"ue Machine Help 


Ty Tools id EAE - 
uuu New Settings Oen 


PY oraa ™ General 

a] ©) Powered ont tisme: Android x86 

Operating System: Other Uerux (64-68) 
Settings Fe Location: C:VUsersiw10 VirtualBox VMslAndroid x86 
System 

— Base Memory; 4000 MB 


Android x86 


Acceleration; VT: 
Pari 

B oepay 

Video Memory: 16 M8 

Greghics Controller: VBOXVGA 

adon: 30 

| Remote Desktop Server: Disabled 

Recording: Disabled 
| 2) Storage 

Cortroler: IDE 


IDE Primary Moster: Android x86_.vé (Normal, 30,00 G8) 
IDE Secondary Master: - [Opbcel Orve) android-x86, 64-8.1-r1.150 (856.00 MB) 
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e Press on Start 


E 


tii D ccia x86 Runing] - Oracle VM VirusiBox 
^ Fe Machine View Input Devices Heip 


Hi there 


e Press on Set up as new 


i 


" | Baronis (unning) - Oracle VM Vetonox 
"a File Machine View Input Devices Help 


e 
+ 


Copy apps & data 


Transfer apps, photos, music, and more, Choose what to copy later 


Copy your data 
From an Andro or Phcme® device, or the cloud. 


Set up as new 
Get a fresh start. 
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e Press on Skip 


A LEN A = 


| inercia x86 Running) - Oracie VM VirtualBox - a x 
file Machine View Input Devices Help 


Gocgle 
Sign in 


with your Google Account. Learn more 


e Press on Skip 


| E Anciold 166 [Running] - Oracte VM VirtualBox 
| File Machine View iot Oevkes Help 


Skip account setup? 


Without à Google Account, you won 
be able to 


i Download opor mese, 
games, aed other Content 
trom Google Play 


Back up your apps to Googie, 
and tyne Google services Vo 
Calendae and Contacts with 

your device 


Go beck fap 


Ò 


JOHO MRO 
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e Press on Next 


p 


Anoia sie (Running! - Oracte VM VienasiBox 
File Machine View koz Devices Help 


t 
Date & time 


Adjust if needed. 


[d 


Thu, Mar 21, 2019 


1149 PM 


e Press on Next 


Ls 


Anoa Runing) - Oracte VM Vito 
Fle Machine View input Devices Kelp 


iz] 


Name 
Adding your name allows your phone to personalize some apps. 


b 9. Joe Smith 
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e Disable all options and press on | Accept 


Google Services 
Tap to leam moce about each service, such as how to tum it on or off later Data will 
be used according to Google's Privacy Policy. 


Location 


Q Help apps find location v 
Use Google's location service to fep apps determine your location 
Anonymous lecateo data wå be sent to Google when your device n on 


impeove location accuracy v 
Adow opps 390 services fo scan foe WAF and Bioetooth signals, even when 
these settings are off 


e Press on No Thanks 


Lat 


E Anacoid 86. [Running] - Oracie VM VirtualBox. 
fie Machine View hpt Devices Help 


v 
Anything else? 


Here's one more thing to set up on your VirtualBox. You can also find it tater in 
Settings. 
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e Choose Launcher3 then Always 


e Now Android x86 is installed successfully you can check our website for 
more info about Android Privacy and Security Manuals ( 


https://ehorizons.is ) 


Wa, (7 i 
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S 


W 
la 


Horizons 


Electronic Horizons Foundation 
is an independent foundation aims to 
raise Security awareness among Muslims 


© 


Contact us on threema or XMPP to get our 
Technical Support account on telegram 


Horizons@draugr.de 
9 
SR444TAW 


All Rights Reserved © Electronic Horizons Foundation, We don't allow copying 


any materials the foundation presents without mentioning the original source 


"w^ | Electronic Horizons Foundation | a Horizons@draugr.de | o SR444TAW 


